
Digital Signature is an 
encrypted Hash Code

Question? What is the orginal data of the hash code?

A a file 
B an electronic signature 

C contract message



CSC116 Certificate



Scenario 1:

1. You send your public key to me.
2. But I don’t trust it.
3. I send you a random message 

encrypted with your public key.
4. You try to decrypt it with your 

private key to prove to me the public 
key is yours.

You own the private 
key corresponding to 
this public key. 
It is high possibility that 
this public key is yours.
✅

But also maybe the 
attacker steals the key 
pairs



Limitation of Current System: you need to authenticate this public 
key is your public key  

“If someone gives me a public 
key and says it belongs to a 
bank, how can I be sure it 
really belongs to the bank and 
not an attacker?”

Problem: A public key needs 
identity proof.

Solution: Certificates.



server (welcome9.miami.edu) holds the 
private key, and only the server can use it.

The public key is distributed to anyone who 
connects, so they can:

● Verify the server’s digital signatures.





CSC116 Message Authention Codes 
(MACs)



Question: “If you send a message to your friend 
over the internet, how can you be sure it hasn’t 
been tampered with? And how do you know it 

really came from your friend?”

A send a encryption to  —> B 
It doesn’t mean that the message is originally from A. It may 

from attacker.  



Question 2 ？

A B
Encrypted Message

Confidentiality is ensured



A B

MITM

Send the
Data to B

Revised 
message

Hash code

Question 3 ？



Message Authentication Code (MAC): A cryptographic code 
that ensures a message hasn’t been altered and verifies the identity of 

the sender.

● Integrity: Ensures the message wasn’t tampered with during 
transmission.

● Authenticity: Confirms the message came from a trusted sender.



User  C 

User B
User A

Encrypted（Message, HMAC（Key + 
message）= 5d41402abc4b...）

The message has not been altered 
during transmission (integrity).
The message truly comes from you and 
not an attacker (authenticity).



Step 1: Generating the MAC

1. The sender has a message M = "Hello" and a shared secret 
key K.

2. Using a cryptographic algorithm (e.g., HMAC), the sender 
generates the MAC:
MAC = HMAC(K, M)

3. The sender transmits the message along with the MAC:
("Hello", MAC)



Step 2: Verifying the MAC

1. The receiver receives the message M and the MAC.
2. The receiver uses the same secret key K and algorithm to generate their own 

MAC:
MAC' = HMAC(K, M)

3. They compare the two MACs:
○ If MAC == MAC', the message is authentic and hasn’t been tampered 

with.
○ If they don’t match, the message may have been altered or isn’t from a 

trusted source.



Hash function
Vs.

HMAC function



Hash Function (e.g., SHA-256):

1. Input message: "Hello"
2. Apply hash function: SHA256("Hello")
3. Output: A fixed-size hash, like 2cf24dba5fb0...
● Key Point: Anyone with "Hello" can compute the same hash.

HMAC Function (e.g., HMAC-SHA256):

1. Input message: "Hello"
2. Secret key: "symmtric key"
3. Apply HMAC: HMAC_SHA256("symmtric key", "Hello")
4. Output: A unique HMAC, like 5d41402abc4b...
● Key Point: Only those with "symmtric" can generate or verify this HMAC.




